(ORGANIZATION) Policy 002.08.04
Confidentiality
	Area:
	Approved By:
	Most Recent Approval Date:

	· Corporate Governance Policy
	Board of Directors
	March 22, 2011

	· Corporate Functions Guideline
	CEO
	

	· Financial Functions Guideline
	CFO
	

	· Clinical Functions Guideline
	CMO
	


	First Approval Date: 1992
	
	Next Review Due: 2013

	Dates Reviewed: 1994 – 2005, 2009, 2011
	
	Dates Revised: 1999, 2007

	Dates Revisions Announced to Staff: Nov. 2009



	Purpose:
	To maintain confidentiality of (ORGANIZATION) corporate and programmatic information.

	Mandated by:
	

	Applies to:
	All (ORGANIZATION) staff, volunteers, Board members, interns

	Definitions:
	· “(ORGANIZATION) staff” is defined as all employees and contractors of (ORGANIZATION) as well as staffing agency employees placed at (ORGANIZATION).  A “(ORGANIZATION) staff member” is any individual included in the previous definition.

	For more information:
	HHSC – Texas Administrative Code, title 1, part 15, chapter 379, subchapter c.  http://info.sos.state.tx.us/pls/pub/readtac$ext.ViewTAC?tac_view=5&ti=1&pt=15&ch=379&sch=C


Text of Policy:

All corporate information is confidential.  Employees are prohibited from discussing corporate information with persons other than those directly involved.  Employees are responsible for storing confidential information (whether paper copies or electronic) in the appropriate location so as to maintain confidentiality of the document.
Confidentiality of all records must be maintained.  No information obtained in connection with the provision of programs or services to any person served by or through (ORGANIZATION) shall be disclosed without the CEO’s consent, except as may be necessary to provide services, or as may be required by law.  Information may be disclosed in statistical or other summary form.

All employees, Board members, volunteers, and interns will be required to sign the Employee / Contractor Confidentiality Agreement assuring compliance with the law.  As well, any representative of an outside entity who would have access to confidential information through an event such as an audit or site review must sign the Non-Employee Confidentiality Agreement.  It is the responsibility of the employee who is the primary contact for the visitor to secure the signed Non-Employee Confidentiality Agreement.

Stringent policies and procedures regarding confidentiality are in place for (ORGANIZATION) staff who have access to Protected Health Information (PHI) as defined by the Health Insurance Portability and Accountability Act (HIPAA).  At (ORGANIZATION) the only staff who routinely have access to PHI are Health Network staff, though all staff should be aware of the HIPAA policies and procedures.  Health Network staff (and others who will have access to PHI) must sign the Acknowledgement of Privacy Training.  (See HIPAA Privacy Manual and HIPAA Security Manual for more information.)

Confidentiality of information extends beyond employment.  All levels of staff, including contractors, are prohibited in divulging, discussing, contacting or otherwise using information, for any reason, regarding any and all programs served by (ORGANIZATION).

Any employee who violates the acceptable rules of confidentiality or other codes of professional ethics may be subject to terms of progressive discipline, which may include termination upon approval of the CEO. 













