(ORGANIZATION) Guideline 002.08.07
Personal Use of (ORGANIZATION) Resources
Subsections: 002.08.07.01 – 002.08.07.03
Internet Use, Email Use, Software Copyright

	Area:
	Approved By:
	Most Recent Approval Date:

	· Corporate Governance Policy
	Board of Directors
	

	· Corporate Functions Guideline
	CEO
	3/22//2011

	· Financial Functions Guideline
	CFO
	

	· Clinical Functions Guideline
	CMO
	


	First Approval Date: 2005
	
	Next Review Due: 2013

	Dates Reviewed: 2005 – 2007, 2009, 2011
	
	Dates Revised: 2011

	Dates Revisions Announced to Staff: July 1, 2010



	Purpose:
	To delineate the acceptable and unacceptable personal uses of (ORGANIZATION) resources.

	Mandated by:
	n/a

	Applies to:
	All (ORGANIZATION) staff.

	Definitions:
	· “(ORGANIZATION) staff” is defined as all employees and contractors of (ORGANIZATION) as well as staffing agency employees placed at (ORGANIZATION).  A “(ORGANIZATION) staff member” is any individual included in the previous definition.
· “Excessive use” is defined as use which interferes with normal job duties, responsiveness, or the ability to perform daily job activities.

· “Material” is defined as any visual, textual, or auditory entry.
· “Personal Time” is defined as lunch time, breaks, before and after regular work hours. 

· “Inappropriate” is defined as racist, sexist, threatening, or otherwise objectionable or illegal.


	For more information:
	n/a


Text of Policy:

The use of (ORGANIZATION) resources, including computers, printers, fax machines, phones, mail/postage systems, email and all forms of Internet access, is for company business and is to be used for authorized purposes only.  
Personal use of the computer, local phone, email, or the Internet is acceptable as long as it is not excessive or inappropriate, occurs during personal time, and does not result in expense to (ORGANIZATION).  
Currently, (ORGANIZATION) permits employees to print documents on corporate printers and/or use the postage meter as a perk of employment; employees must log their use of the printer and/or postage meter and then reimburse (ORGANIZATION) at the end of each month.  
Use of fax machines and long-distance phone calls incur a charge to (ORGANIZATION) and personal use of these systems is permitted only in very rare circumstances and must be approved by a supervisor.  Personal use of these systems may require reimbursement to (ORGANIZATION) by the employee.
(ORGANIZATION) automation systems are company resources and are provided as business communications tools. These systems should not be used to solicit or sell products, distract co-workers, or disrupt the workplace.
Use of company resources for illegal activity is grounds for immediate dismissal and possible criminal prosecution.  
Using company automation systems to create, view, transmit or receive racist, sexist, threatening, or otherwise objectionable or illegal material is strictly prohibited. Such material violates (ORGANIZATION)’s anti-harassment policies and is subject to disciplinary action up to and including dismissal. 

002.08.07.01 Internet Use:
The Internet is to be used to further (ORGANIZATION)’s mission, to provide effective service of the highest quality to (ORGANIZATION)’s constituents and staff, and to support other direct job-related purposes. Supervisors should work with employees to determine the appropriateness of using the Internet for professional activities and career development. The various modes of Internet access are (ORGANIZATION) resources and are provided as business tools to employees who may use them for research, professional development, and work-related communications. 

All (ORGANIZATION) policies and procedures apply to employees’ conduct on the Internet, especially but not exclusively, relating to: intellectual property, confidentiality, company information dissemination, standards of conduct, misuse of company resources, anti-harassment, and information and data security. Violation of these policies and/or state and federal laws can lead to disciplinary action up to and including dismissal and possible criminal prosecution.

(ORGANIZATION) owns the rights to all data and files in any information system used in the company. Internet use is not confidential and no rights to privacy exist. The user should have no expectation to privacy. (ORGANIZATION) reserves the right to monitor Internet usage, both as it occurs and in the form of account histories and their content. (ORGANIZATION) has the right to inspect any and all files stored in private areas of the network in order to assure compliance with policy and state and federal laws. (ORGANIZATION) will comply with reasonable requests from law enforcement and regulatory agencies for logs, diaries, archives, or files on individual Internet activities. Existing rules, policies and procedures governing the sharing of work-related or other confidential information also apply to the sharing of information via the Internet. (ORGANIZATION) has taken necessary actions to assure the safety and security of our network. Any employee who attempts to disable, defeat, or circumvent (ORGANIZATION) security measures is subject to disciplinary action up to and including dismissal.
Use of (ORGANIZATION) computers, networks, and Internet access is a privilege granted by management and may be revoked at any time for inappropriate conduct.
002.08.07.02 Email Use:
(ORGANIZATION)’s electronic mail system must not be used to violate the laws and regulations of the United States or any other nation or state, city, province or other local jurisdiction in any way. 

As (ORGANIZATION) owns the rights to all data and files in any computer, network or other information system used in the company, (ORGANIZATION) also reserves the right to monitor electronic mail messages and their content. Employees must be aware that the electronic mail messages that they send and receive using (ORGANIZATION) equipment are not private and are subject to viewing, downloading, inspection, release and archiving by (ORGANIZATION) officials at all times. Employees must also be aware that emails they send using an (ORGANIZATION) computer (even if not using (ORGANIZATION) email) are able to be identified as coming from (ORGANIZATION)’s server and so are subject to the same guidelines for appropriate use and content as email sent directly from (ORGANIZATION) email.    Because any inappropriate use of email through the (ORGANIZATION) server (whether from (ORGANIZATION) email or an independent account) could result in liability issues for (ORGANIZATION), any violation of these guidelines for appropriate use and content is taken very seriously and can result in disciplinary procedures (see section 002.02).

No employee may access another employee’s computer, computer files or electronic mail messages without prior authorization from either the employee or an appropriate (ORGANIZATION) official.  
Examples of Prohibited Behaviors:
· Sending chain letters
· Engaging in private or personal business activities
· Misrepresenting oneself or (ORGANIZATION)
· Engaging in unlawful or malicious activities
· Using abusive, profane, threatening, racist, sexist or otherwise objectionable language in either public or private messages
· Sending, receiving or accessing pornographic materials
· Becoming involved in partisan politics
· Downloading any programs, screensavers, music, or other files without the express authorization of (ORGANIZATION)’s information technology staff

· Causing congestion, disruption, disablement, alteration or impairment of (ORGANIZATION) networks or systems

· Defeating or attempting to defeat security restrictions on company systems and applications

002.08.07.04 Software Copyright:
(ORGANIZATION) has licensed the use of certain commercial software application programs for business purposes. Third parties retain the ownership and distribution rights to such software. No employee may create, use, or distribute copies of such software that are not in compliance with the license agreements for the software. Violations of this policy can lead to disciplinary action up to and including termination (see section 002.02).  Employees are individually liable for any and all damages incurred as a result of violating company security policy, copyright, and licensing agreements.
















