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	Purpose:
	The purpose of the Change Management Guideline is to manage changes in a rational and predictable manner so that staff and clients can plan accordingly. Changes require serious forethought, careful monitoring, and follow-up evaluation to reduce negative impact to the user community and to increase the value of Information Resources. 

	Mandated by:
	Funding Sources, Internal Controls

	Applies to:
	(ORGINIZATIONS NAME) corporate financial functions

	Definitions:
	· Information Resources (IR) is defined as any and all computer printouts, online display devices, magnetic storage media, and all computer-related activities involving any device capable of receiving email, browsing Web sites, or otherwise capable of receiving, storing, managing, or transmitting electronic data including, but not limited to, mainframes, servers, personal computers, notebook computers, hand-held computers, personal digital assistant (PDA), pagers, distributed processing systems, network attached and computer controlled medical and laboratory equipment (i.e. embedded technology), telecommunication resources, network environments, telephones, fax machines, printers and service bureaus. Additionally, it is the procedures, equipment, facilities, software, and data that are designed, built, operated, and maintained to create, collect, record, process, store, retrieve, display, and transmit information.



	For more information:
	n/a


Text of Guideline:

The (ORGINIZATIONS NAME) Change Management Guideline applies to all individuals that install, operate or maintain Information Resources. From time to time each Information Resource element requires an outage for planned upgrades, maintenance or fine-tuning. Additionally, unplanned outages may occur that may result in upgrades, maintenance or fine-tuning. 
Change Management: The process of controlling modifications to hardware, software, firmware, and documentation to ensure that Information Resources are protected against improper modification before, during, and after system implementation.

Change: 

· Any implementation of new functionality

· Any interruption of service

· Any repair of existing functionality

· Any removal of existing functionality

Change Management Guideline
· Every change to a (ORGINIZATIONS NAME) Information Resources resource such as: operating systems, computing hardware, networks, and applications is subject to the Change Management Guideline and must follow the Change Management Procedures.

· All changes affecting computing environmental facilities (e.g., air-conditioning, water, heat, plumbing, electricity, and alarms) need to be reported to or coordinated with the CEO and Information Security Manager.

· All (ORGINIZATIONS NAME) information systems must comply with an Information Resources change management process that meets the standards outlined above.
Scheduled Change: Formal notification received, reviewed, and approved by the review process in advance of the change being made.

Unscheduled Change: Failure to present notification to the formal process in advance of the change being made. Unscheduled changes will only be acceptable in the event of a system failure or the discovery of a security vulnerability.

Emergency Change: When an unauthorized immediate response to imminent critical system failure is needed to prevent widespread service disruption.

Disciplinary Actions 

Violation of this guideline may result in disciplinary action that may include termination for employees and temporaries; a termination of employment relations in the case of contractors or consultants; dismissal for interns and volunteers; or suspension or expulsion in the case of a student. Additionally, individuals are subject to loss of (ORGINIZATIONS NAME) Information Resources access privileges, civil, and criminal prosecution.

