(ORGANIZATION) Guideline 005.02.01
Disaster Recovery Guideline
Subsections: 005.02.01.01 -005.02.01.04
Planning Team, Implementation, Ongoing Procedures, Disciplinary Actions
	Area:
	Approved By:
	Most Recent Approval Date:

	· Corporate Governance Policy
	Board of Directors
	

	· Corporate Functions Guideline
	CEO
	August 22, 2011

	· Financial Functions Guideline
	CFO
	

	· Clinical Functions Guideline
	CMO
	


	First Approval Date: Aug 28, 2007
	
	Next Review Due: 2013

	Dates Reviewed: 2011
	
	Dates Revised: 

	Dates Revisions Announced to Staff:  July 1, 2010



	Purpose:
	To assure relevance of the plan and ensure that all data is maintained and properly stored and all policies and procedures are followed to maximize recovery in the event of disaster. 

	Mandated by:
	Funding Sources, Internal Controls

	Applies to:
	(ORGANIZATION) corporate financial functions

	Definitions:
	· Information Resources Manager (IRM): Responsible for management of (ORGANIZATION)’s information resources. The designation of a Center information resources manager is intended to establish clear accountability for setting policy for information resources management activities, provide for greater coordination of (ORGANIZATION)’s information activities, and ensure greater visibility of such activities within and between agencies. The IRM has been given the authority and the accountability to implement Security Policies, Procedures, Practice Standards and Guidelines to protect the Information Resources of (ORGANIZATION). If (ORGANIZATION) does not designate an IRM, the title defaults to the (ORGANIZATION)’s CEO, and the CEO is responsible for adhering to the duties and requirements of an IRM.

· Information Security Manager (ISM): Responsible to the IRM for administering the information security functions within (ORGANIZATION). The ISM is (ORGANIZATION)’s internal and external point of contact for all information security matters.

· Planning Team or IT Group: will consist of the IRM, ISM, and personnel from information security, information technology, human resources and other operations as deemed relevant. 

	For more information:
	n/a


Text of Guideline:

The disaster recovery guideline must be reviewed every two-years to assure its relevance. Just as in the development of such a policy, a planning team that consists of upper management, and personnel from information security, information technology, human resources, or other operations should be assembled to review the policy. 
005.02.01.01 - The Planning Team Guidelines  
The roles and responsibilities of the planning team should be as follows: 

· Perform an initial risk assessment to determine current information systems vulnerabilities.
· Take an inventory of information systems assets such as computer hardware, software, applications, and data. 

· Identify single points of failure within the information systems infrastructure.

· Identify critical applications, systems, and data. 

005.02.01.02 -  Implementation of the Disaster Recovery Policy Guidelines
· Setup and maintain offsite facilities for data backup storage and electronic vaulting as well as redundant and reliable standby systems if necessary. 
· Establish written contracts, with telecommunications, and Internet service providers that facilitate prompt recovery and continuity.

· Assign a manager (such as an IT or Information Security Manager) that has the responsibility and authority to make critical IT decisions.  

005.02.01.03 Ongoing Procedures Guidelines
· Continuously perform data backups, store at least weekly backup offsite, and test those backups regularly for data integrity and reliability.
· Test plans at least annually, document and review results, and update the plans as needed.
1. Onset
· Validate the scope of the issue 

· Is this just your resource or does it involve other staff resources
2. Response by on-site personnel 
· Contact ISM and report the incident then wait for further instructions  
3. Assess Damage and Impact 
· The ISM will review logs and/ or error messages 

· The ISM will then take appropriate steps to isolate the issue
4. Transition to emergency operation mode 
· If necessary the ISM will notify the IRM and staff to shut down affected resources until further notice

5. Restoration of Normal Business  
· ISM will notify the IRM when it is safe to return to normal business
· Analyze plans on an ongoing basis to ensure alignment with current business objectives and requirements. 
· Provide security awareness and disaster recovery education for all team members involved. 

· Continuously update information security guideline.
· Secure applications and data by patching known vulnerabilities with the latest fixes or software updates.
· Perform continuous computer vulnerability assessments and audits.  

005.02.01.04 - Disciplinary Actions 

Violation of this policy may result in disciplinary action that may include termination for employees and temporaries; a termination of employment relations in the case of contractors or consultants; dismissal for interns and volunteers; or suspension or expulsion in the case of a student. Additionally, individuals are subject to loss of (ORGANIZATION) Information Resources access privileges, civil, and criminal prosecution.
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