(ORGANIZATION) Guideline 005.01.01
Storage and Backup of Information 
Subsections: 005.01.01.01 - 005.01.01.05
Proper File Naming, Network Access, Data Backup and Storage, Remote Staff, Disciplinary Action
	Area:
	Approved By:
	Most Recent Approval Date:

	· Corporate Governance Policy
	Board of Directors
	

	· Corporate Functions Guideline
	CEO
	August 22, 2011

	· Financial Functions Guideline
	CFO
	

	· Clinical Functions Guideline
	CMO
	


	First Approval Date: Aug 28, 2007
	
	Next Review Due: 2013

	Dates Reviewed: 2009, 2011
	
	Dates Revised: 

	Dates Revisions Announced to Staff: July 1, 2010



	Purpose:
	To ensure all data is maintained and properly backed up to maximize recovery in the event of disaster and to make the file accessible to other staff. 

	Mandated by:
	Funding Sources, Internal Controls

	Applies to:
	(ORGANIZATION) corporate financial functions

	Definitions:
	· Information Security Manager (ISM): Responsible to the IRM for administering the information security functions within (ORGANIZATION). The ISM is (ORGANIZATION)’s internal and external point of contact for all information security matters.
· Information Services (IS): The name of the (ORGANIZATION) department responsible for computers, networking and data management. 

	For more information:
	n/a


Text of Guideline:

All of (ORGANIZATION)’s computer files are stored on the server. No (ORGANIZATION) files are kept on individual PC’s. Data having value beyond the person that created it or data critical to the mission of (ORGANIZATION) shall be located for back up, on centralized servers maintained by (ORGANIZATION). This allows easier access to files by keeping them in one location. It also allows the server to be the only computer that requires storage backup. 

005.01.01.01 Proper File Naming  
· All files should contain a footer with the filename and path (this may be removed when necessary to print a document or send to someone outside (ORGANIZATION)). Example of proper files names can be found on the following drive O:\ITGroup\Projects\ServerSwitchover\2006ServerFileNameGuide 
· File names should be clear without being excessively wording. They should not contain spaces or characters other than letters and numbers. Capital letters are helpful for marking where a new word begins. If draft versions are stored, add “draft” to the end of the filename or somewhere prominent immediately inside the document. 
· Add Keywords or other information into the “keywords” or “comments” section (File: Properties: Summary) these words will be used for searching when doing a file search. 
· All filenames must be under 255 characters. Files with names longer than 255 characters may become corrupt and unable to be opened. The names of the all the folders and the sub-folders in which the file is stored counts towards the 255 characters.  Example: O:\ITGroup\Projects\ServerSwitchover\2006ServerFileNameGuide 
005.01.01.02 Network Access 

· Each computer is required a user name and password to log on. Without the user name and password, the user has no access to the computer’s files, software or the network.

· The user name and password is also used to authorize the user to see only those servers necessary to do their particular job. To access the servers, click the “Start Button” on the desktop, then “Programs”, then “Accessories”, then “Windows Explorer”, then click the “+” next to “My Computer” and all the drives available to the user will be visible. 
· To access additional servers a user must speak to their supervisor who will determine whether that access is necessary and if so request access from the ISM. 

· Individual computers must be logged off at the end of every work day and the hard drive should remain on for scheduled maintenance from the IS department unless instructed otherwise. 

005.01.01.03 Data Backup and Storage
· All Data is backed up daily and stored off-site at a secure facility. 

005.01.01.04 – Remote Staff

· Remote Staff are responsible for backing up their data in accordance with (ORGANIZATION) IS instructions.
005.01.01.05 - Disciplinary Actions 

Violation of this policy may result in disciplinary action that may include termination for employees and temporaries; a termination of employment relations in the case of contractors or consultants; dismissal for interns and volunteers; or suspension or expulsion in the case of a student. Additionally, individuals are subject to loss of (ORGANIZATION) Information Resources access privileges, civil, and criminal prosecution.

 [image: image1.png]



